
Are you going to Russia, Iran, 
China or North Korea?

As per IT Services Policy you will 
need a “Loan PC”2

Are you going to embargoed 
destination(s) other than 
Russia, Iran, China and North 
Korea?

Have you been informed, are 
you aware, or do you suspect 
that any of the 
technology/information on your 
devices could be used for 
production, test or as analytical 
equipment and components, for 
the development, production or 
maintenance of military 
items/technology3?

Export controls – using your devices overseas when travelling for QMUL duties or attending conferences

YES

NO

NO

YES

1. Please refer to governmental guidance to determine if any information on your 
device may be controlled. Consult with International risk and Export Control team if in 
doubt, contact vp-trustedresearch@qmul.ac.uk.

2. Please read the IT Services Policy for specific guidance, requirements and 
clarification on “Loan PC”.

3. If you have reasonable grounds to suspect that Military end-use controls could 
apply to any information/technology on your device, please consult with International 
Risk and Export Control team before traveling to embargoed destinations:
vp-trustedresearch@qmul.ac.uk.

4. Follow the terms and conditions as identified in the license, which will dictate which 
countries you can export to.

Do you want to have 
access to 
data/information/ 
technology covered 
under export controls 
while abroad1?

As per IT Services Policy you will 
need a “Loan PC”2. You will also 
need to obtain export control 
license before accessing and 
controlled information, even if 
only via SharePoint/email

NO

Are you going to any other 
destination outside of UK?

Do you have export- 
controlled 
data/information/ 
technology on your 
device1?

You can take ITS-managed or un-managed device (in line with IT Self-Managed Device 
Policy) and undertake all controlled works that have been specified in your export 
control licence application.

Do you have an export 
control license4?

You can take ITS-managed device or un-managed device (in line with IT Self-Managed 
Device Policy) 

You can take ITS-managed or un-managed device (in line with IT Self-Managed 
Device Policy), but you need to remove all controlled information from the device, 
and you cannot access controlled information via SharePoint/email while abroad.
Alternatively, if you would like to access or share the information/technology while 
abroad, you will have to obtain export control license

You can take ITS-managed device or 
un-managed device (in line with IT 
Self-Managed Device Policy) 

Do you have export- 
controlled 
data/information/
technology on your 
device1? NO

YES

YES

NO
NO

YES

Yes

YES

YES

NO
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https://www.its.qmul.ac.uk/media/its/documents/governance/policies/IS14-Staff-travelling-to-high-risk-countries_V1.1.pdf
https://www.gov.uk/guidance/end-use-controls-applying-to-military-related-items#embargoed-destination
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